
 

 

  
 

Impostor Reporting Tools 
 

Impostor Reporting Resources 

Impostors are an ongoing problem to individuals and organizations. If you do not have social media accounts 
you are still at risk. Protect yourself and the Army brand by aggressively monitoring and reporting impostors 
to social media platforms. Find detailed information in the Army's Social Media Handbook, which features 
chapters devoted to Impostors and Social Media Scammers. The handbook can be found at 
https://www.army.mil/e2/rv5_downloads/socialmedia/army_social_media_handbook.pdf   

If you have issues removing imposter accounts after you report them, contact the Office of the Chief of Public 
Affairs’ Online and Social Media Division at usarmy.pentagon.hqda-ocpa.mbx.osmd-inquiry@mail.mil with the 
subject line “Request: impostor reporting assistance.”  

The U.S. Army Criminal Investigation Command also maintains an extensive library of electronic flyers with 
information on social media security, internet scams, and reporting processes to both military and civilian law 
enforcement offices at http://www.cid.army.mil/cciu-advisories.html.  

Social Media Impostor Reporting 

Facebook 

 If you do not have a Facebook account, report impostor URLs at: 

https://www.facebook.com/help/contact/295309487309948. 

 Instructions on reporting impostors through your Facebook account are found at: 

https://www.facebook.com/help/167722253287296. 

 For accounts registered in the U.S Army Social Media Directory, submit the email address registered to 

the Facebook account to usarmy.pentagon.hqda-ocpa.mbx.osmd-inquiry@mail.mil with the subject 

line “Request: special priority reporting portal access.” Once approved you report impostors at 

https://www.facebook.com/help/contact/?id=242798935802519/.  

Twitter 

www.support.twitter.com/forms  

Google and Google+ 

https://support.google.com/mail/contact/abuse  

Skype 

Email fraud@skype.net to provide the Skype user name 

Instagram 

https://help.instagram.com/contact/636276399721841  

Flickr 

www.help.yahoo.com/kb/SLN7389.html/  
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